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Security Tips 

 

 

 

 

First here are some things you can do to help keep your account safe 

1. Pick a strong password.  
Use a mix of at least six numbers, letters and punctuation 
marks (like ! and &). It should be different from other         
passwords you use elsewhere on the internet.  

 

2. Never give your password to someone you don't know and 
trust! 

3. Change your password often, especially if you see a message 
from Instagram asking you to do so! 
Changing your password on Instagram and other sites helps to keep 
your account safe. 
 

4. Make sure your email account is secure. Anyone who can read 
your email can probably also access your Instagram account. Change 
the passwords for all of your email accounts and make sure that no 
two are the same.  

5. Turn on two-factor authentication in Instagram  
This is an additional  security feature under Options in Instagram. 
Once its turned on you'll be asked to enter a special login code or 
confirm your login attempt each time someone tries accessing Insta-
gram from a device Instagram does not recognize.  
There are several two-factor authentication methods.  
To get started with two-factor authentication, choose either:  
 Text message (SMS) codes from your mobile phone. 
 Login codes from an app (such as Duo Mobile or Google       

Authenticator) designed to prove your identity.  
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6. Log out of Instagram when you use a computer or 
phone you share with other people.  

Don't check the "Remember Me" box when logging in 
from a public computer, as this will keep you logged in 
even after you close the browser window.  

7. Think before you authorize any third-party app.  

All these tips will help keep your Instagram account SECURE and prevent it 
from being ‘HACKED’ 

If you are seeing comments or things are being shared 
on your Instagram account things that you haven't 
posted, that may mean your account has been 
‘Hacked’.  

This means your password may have been deliberately 
targeted and discovered by someone else online.  

What to do if your Account has been ‘Hacked’  

If you think your account has been hacked or taken over, there are actions you can take 
to secure your account. 

1. Check your email account for a message from Instagram.  

If you have received an email from Instagram telling you that 
your email address was changed, you may be able to undo this 
by using the ‘revert this change’ option in that email. 
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2. Report the account 

 
 
On Android: 
On the login screen, tap ‘Get help signing in’, below log In. 
Enter your username, email, or phone number, then tap Next.  
Tap Need more help? then follow the on-screen instructions: 
 
Be sure to enter a secure email address that only you can access. 
Once you've submitted your request, be on the lookout for an 
email from Instagram with next steps. 
 
 
On iOS (iPhone): 
On the login screen, tap Forgot password? 
Tap Need more help? below Send Login Link, then follow the on
-screen instructions. 
 
Be sure to enter a secure email address that only you can access. 
Once you've submitted your request, be on the lookout for an 
email from Instagram with next steps. 
 
 
3. Verify your identity 
Once you submit your request, you should receive an email from 
the Security Team at Instagram asking you to help them verify 
your identity.  
 
You'll be asked for one or both of the following: 
A photo of yourself holding a paper with a handwritten code   
Instagram have sent you. 
The email address or phone number you signed up with and/or 
the type of device you used at the time of sign up (e.g.: iPhone, 
Android, iPad, other). 
After that, you will be sent specific instructions to recover your 
account at the secure email address you provided. 
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What to do if someone is pretending to be you/
impersonating you on Instagram 

If someone created an Instagram account pretending to be you, you can  
report it to Instagram.  

You will need a photo of a government-issued ID to complete the form, as well as the 
full name and username listed on the account that you’re reporting. 

These are the steps to reporting an imposter account from a desktop computer. 
Step 1: Once you are logged in.  Go to the impersonator’s Instagram profile. Search for 
the name the imposter profile uses or have your friends (if they spotted the account) 
send you the link. 
 
 
 
 
 
 
 
 
 
 
 
 
 

Step 2: Select the three-dot menu at the top right corner of the fake account’s profile 
page. 
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Step 3: Select “Report User” from the menu that appears. 

Step 4: Select “Other” from the list of reasons for your report. 

Step 5: Select “Impersonation” from the list that appears. Instagram will then confirm 
and thank you for submitting the report. 
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If you do not have an Instagram account, but discover someone impersonating you, you 
need to complete a report form accessible through the Instagram Help Center, that looks 
like this:  

What Happens Then?  
Instagram will review and take action if it confirms the account is impersonating you. 
Remember, If someone is impersonating you, you should be the one to report it.              
Instagram only responds to reports submitted by the person who’s being impersonated or 
their representative (e.g. parent or legal guardian.  
 
If Instagram says the other account is an imposter, it will remove the account. They may 
also advise you to block the fake account to prevent it from collecting any additional in-
formation from your profile. 
 
Instagram isn’t clear about how long it takes to review a fake account report or who re-
views it. 

https://help.instagram.com/446663175382270
https://help.instagram.com/446663175382270
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What to do to report a Bullying Photo on Instagram 

1- Tap three dot icon (  (iOS) or (Android) ] at the top right of the post.   
 

 

 

 

 

 

 

 

 

2. Select Report  

 

 

 

 

 

 

 

 

 

 

3- Tap on harassment or bullying on the list. 
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4- Click Next, after reading Instagram’s policies. 

 

 

 

 

 

 

 

 

 

5- Find who is bullying and if you want to, block them. 

 

What to do to report a Bullying Account on Instagram 

1- Tap three dot icon (  (iOS) or (Android) ] at the top right of the post.   



 10 

2- Tap report. 

 

 

 

 

 

 

 

 

 

3- Tap “I believe this account violates Instagram’s community guidelines.” 

 

 

 

 

 

 

 

 

 

4 - Tap “Bullying or harassment.” 

 

 

 

 

 

 

 

 

 

5- Confirm your request and done! 


